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Security Aspects of Biometric 
System Evaluation

“…there is more to a security 
system than just a biometric 
device…” 

Colin Soutar, CTO
Bioscrypt Inc.
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Presentation Outline

n Company Overview

l Bioscrypt Inc.

n Bioscrypt Technology

n Evaluated Product
l Bioscrypt Enterprise for NT Logon

n Vulnerabilities Addressed

l Cryptography and Biometrics

n Conclusions
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Bioscrypt Inc.

n Mytec Technologies and Biometric Identification Inc.

n Based in Toronto and Los Angeles

n Fingerprint authentication for physical and logical 
access

n TSE:BYT
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Security Evaluation

n Common Criteria Scheme
l Communication Security Establishment

l EWA Canada

n “Trusted device”

n Integration with security architecture
l Authorization Credentials
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Trusted Device

Host Computer

Bioscrypt Device
Template Encryption/Decryption

Enroll/Verify

Trusted Path

Link Encryption

Diffie-Hellman

El Gamal

Triple-DES

Encrypted  
Link

*

Critical operations*

•Host PC
• User Record Stored

Bioscrypt Enterprise

•Trusted Device
• Fingerprint scanned
• Template created 
• Encryption/decryption
• Verification 

accomplished
• Credentials released

***
*

*
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Authentication + Authorization Credentials

Host Application
Authorization

Bioscrypt Device
User (human) Authentication

Authorization Credentials
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Authorization Credentials

• Examples of Credentials

• password, PIN, private key → signed data

Benefits

• Link between User Authentication and Authorization

• Complex authentication “answer”

• API’s (BioAPI, CDSA/HRS)

• Single user - multiple system identities (Roles)
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Data structure – User Record

3-DES EncryptedDevice Key

FIPS 46-3 and FIPS 81

Authorization 

Credentials

Biometric Template

User record can be stored in clear – prevents “Identity Theft”
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Evaluated Product

n Authorization Credentials
l User Password

n Application
l Replacement for the Microsoft GINA
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Software Developer’s Kit

Bioscrypt 
Enterprise

Reader
3-DES encrypted

Authorization
Credentials

NT Administration:
System User + Credentials

Enrollment
(Administrative
Supervision)

Credentials combined 
with template

User’s biometric 
captured

User Record
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User Record
stored in 
SAM

Software Developer’s Kit

Bioscrypt 
Enterprise

Reader
3-DES decrypted

GINA application:
User

Verification

Compared with 
template

User’s biometric captured

Authorization
Credentials

User Record
(from SAM)
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Vulnerabilities

n Confidentiality of biometric data/user credentials
l 3-DES Encryption

n Data Integrity
l Link encryption

n Replay Attack
l Authorization Credentials, Unique session key

n Biometric Performance
l Strength of Function
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Strength of Function ≈ False Acceptance Rate
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Statistical Confidence – Cost of Testing

• Number of trials limits the extent of the performance claim

• Tests are expensive

• n = 14,111 → FAR ≈ 0.001

• Based on normal approximation 

σ ≈ 0.0245, and so ε = z*σ/√n ≈ 0.00034.  

Thus, we have 95% confidence that FAR = 0.0006 ±0.0003, or 1/1000.
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Conclusions

• Biometrics can be evaluated within a security context

• Powerful combination with cryptography 

• Common Criteria Evaluation for biometrics
• Methodology evaluation working group
• Biometric Protection Profiles

colin.soutar@bioscrypt.com


